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Introduction 

Research has shown that the spread of health misinformation, disinformation, and 

fake news can have a range of harmful effects. These include decreasing public 

willingness to receive vaccinations, hindering efforts to control disease outbreaks, and 

even physically disrupting access to healthcare services. Beyond the health sector, 

such false information can also deepen political instability by fostering social division 

and distrust. Moreover, it contributes to heightened levels of fear, anxiety, and mental 

health issues within communities. Resources may be misdirected due to misleading 

narratives, while official responses are often weakened or delayed. In such an 

environment, the production and dissemination of low-quality or misleading health 

content are further encouraged (Borges do Nascimento et al., 2022). To counter this, 

it is essential to emphasize that medical information should be grounded in science-

rooted in valid methodology, robust evidence, and clearly distinguished from non-

scientific claims. Interpreting health information requires careful evaluation of its 

truth, justification, and context. A particularly important aspect is understanding 

causality, which lies at the core of medical reasoning. 
     In clinical practice, Evidence-Based Medicine (EBM) plays a central role by guiding 

decisions through a balance of scientific research, patient values, and clinical 

judgment (Guyatt, 2014). Complementing this, epidemiology provides tools to analyze 

patterns and causes of diseases, supporting assessments of risk and benefit through 

the interpretation of complex data. However, even scientifically grounded claims can 

become subjects of controversy. This is evident in ongoing debates around 

cholesterol, hormone therapy, and various COVID-19 policies. Overstated or poorly 

communicated findings, no matter how well-intended, can undermine public trust. 

When unreliable medical information spreads, it not only misleads but may also 

damage public health and erode the foundations of democratic decision-making 

(Harris, 2024; Lewis, 2023). Further compounding the issue, studies have shown that 

health misinformation takes many forms. These range from exaggerated treatment 

claims to entirely unfounded conspiracy theories. Analyses of content across social 

media platforms have revealed widespread falsehoods, including myths about 

alternative medicine, inaccurate dietary advice, and narratives driven by ideological 

or conspiratorial beliefs (Okoro et al., 2024). According to a 2021 meta-analysis, the 

proportion of COVID-19 misinformation circulating on social media ranged from 0.2% 

to 28.8% of all posts (Gabarron et al., 2021). This suggests that exposure to medical 

disinformation is not rare. It may, in fact, be a common experience for users. Still, it is 

crucial to note that exposure does not automatically translate into belief (Li & Yang, 

2025); susceptibility is shaped by individual, social, and contextual factors. 

     Individuals are more likely to fall victim to medical disinformation when they have 

low trust in authorities, limited health knowledge, or a strong belief in conspiracy 

theories. High exposure to social media and the resulting information overload further 

increase susceptibility, as they often lead people to rely on simplistic or emotionally 

https://www.zotero.org/google-docs/?0wZwFK
https://www.zotero.org/google-docs/?2uPVfq
https://www.zotero.org/google-docs/?As0AOa
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charged content. Importantly, even healthcare professionals are not immune, 

especially when their confidence is shaken or institutional trust is undermined. 

Research consistently shows that trust in institutions is a key factor in building 

resilience against disinformation (Zhang et al., 2024). These psychological and 

behavioral factors often correlate with broader demographic patterns. A typical target 

of medical misinformation is likely to be someone with lower levels of education, 

limited health literacy, or, more frequently, an elderly person (Scherer et al., 2021). 

Crucially, this vulnerability predates the digital age. Even before the rise of social 

media and widespread misinformation, individuals with less education already 

experienced shorter life expectancies and poorer overall health outcomes (Balaj et al., 

2024). The current infodemic has only exacerbated these long-standing health 

inequalities. Given this context, efforts to counter health misinformation must go 

beyond short-term corrections. A comprehensive strategy is needed, such as one that 

addresses the social, educational, and structural determinants of vulnerability. 

Tackling misinformation effectively means recognizing that it is not merely a 

communication problem but a symptom of deeper disparities within the population. 

Central to such a strategy is ensuring equitable access to reliable health information, 

which forms a cornerstone of primary prevention. Primary prevention aims to 

maintain health and avert the onset of disease before it occurs. It includes 

interventions such as health education, vaccination, lifestyle changes, and 

environmental improvements that collectively reduce risk factors (Abdul Raheem, 

2023). When individuals and communities are empowered with trustworthy 

information, they are better equipped to understand health risks, make informed 

decisions, recognize early warning signs, and seek timely care. This not only helps 

reduce morbidity and mortality across a range of diseases, but also builds long-term 

resilience in public health systems. 

This paper explores the following key questions: the strategies implemented by health 

authorities and organisations to prevent and correct health misinformation, and their 

effectiveness across different contexts; the ways in which individual factors, such as 

trust in institutions, health literacy, and demographic characteristics, influence 

vulnerability to false medical claims; and the role of systemic, government-led actions 

in building long-term societal resilience against medical disinformation, particularly 

through education, institutional transparency, and equitable access to credible health 

communication. 

 

Findings 

Efforts to address health misinformation focus on two main strategies: preventing 

exposure and correcting misperceptions. Prevention includes using machine learning 

tools to detect misinformation and improving media literacy, though the latter has 

shown mixed results. Correction strategies involve direct methods (clearly debunking 

false claims) and indirect methods (presenting balanced arguments or using emotional 

https://www.zotero.org/google-docs/?Je1ZEc
https://www.zotero.org/google-docs/?ARW6gf
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curbing misinformation. This tension is especially evident in debates over the 

regulation of healthcare professionals' online speech. Some professional bodies, like 

the American Medical Association, advocate disciplinary measures against doctors 

spreading misinformation. While state boards have revoked licenses, regulating online 

speech remains challenging due to free speech protections (Saver, 2023; Yang & 

Schaffer DeRoo, 2022). These challenges point to a deeper, systemic issue: combating 

health misinformation cannot rely solely on isolated interventions or professional 

accountability. Broader, coordinated action is needed to address structural barriers 

and promote long-term resilience through education, transparency, and public trust. 

 

The Need for Systemic Action 

While institutional responses have laid a foundation, systemic challenges continue to 

limit impact. Reliable health information is a vital component of primary prevention 

strategies that aim to reduce disease burden and improve population health. Ensuring 

equitable access to accurate, understandable, and culturally appropriate health 

information empowers individuals to take proactive steps in disease prevention, 

ultimately reducing morbidity and mortality across diverse health conditions. 

     It is difficult to expect educational and disinformation campaigns to be solely the 

work of third sector and non-governmental organisations. In most developed 

countries, it is government organisations that finance and organise the health care 

and education systems, so activities related to raising health awareness and 

combating disinformation should also be a government priority. But there are also 

areas outside of education itself. Low transparency and complexity of the healthcare 

system contribute to a decline in trust in medical institutions and health authorities, 

which is one of the key factors driving belief in conspiracy theories and 

misinformation. Patients who experience difficulties in accessing clear and reliable 

information are more likely to turn to alternative, often unverified sources of 

information (Bobier & Obeid, 2025; Kisa & Kisa, 2025).  

     Comprehensive health education programs, combined with other measures such 

as promoting physical activity and healthy eating, improve health-promoting 

behaviors and reduce the risk of making harmful health decisions, which indirectly 

limits the impact of misinformation. Health education in schools provides students 

with the knowledge and skills necessary to understand and evaluate health 

information, which is the foundation of health literacy. Students learn how to search 

for, interpret, and critically evaluate health information, which reduces their 

susceptibility to misinformation (Auld et al., 2020). 

 

Conclusions 

Efforts to combat health misinformation combine prevention, like media literacy and 

machine learning tools, with correction strategies such as debunking false claims, but 

https://www.zotero.org/google-docs/?KlASYx
https://www.zotero.org/google-docs/?KlASYx
https://www.zotero.org/google-docs/?j3A5FF
https://www.zotero.org/google-docs/?UNT3rS
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their success depends on message clarity, trust in healthcare institutions, and 

community support. Health organisations, partnered with tech platforms and 

promoted public health education, but persistent misinformation, limited outreach in 

diverse communities, and declining trust highlight the need for systemic, government-

led action to ensure equitable access to accurate and culturally relevant health 

information. 
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threat posed to democratic societies and values by dis-/mis-information and, 

consequently, conspiracy theories, cannot be singularly perceived as an inherent flaw 

of conspiracy theorizing. It is our belief that more in-depth research (whether small-

scale or large-scale) is needed in order to discover new and incitive ways of studying 

this popular phenomenon. 
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the last three years. A reliability coefficient of 0.83 was recorded for the questionnaire, 

confirming its internal consistency (Taber, 2018).   

     To complement the survey findings, semi-structured interviews were conducted 

with three course coordinators or Heads of Department in three randomly selected 

universities among those offering journalism as a course in the region. These 

interviews provided contextual insights and helped clarify emerging issues from the 

survey data. In addition, we obtained the course outlines of the selected schools to 

examine how fact-checking content is integrated into journalism curricula. This 

triangulation approach allowed for a more comprehensive understanding of the 

subject (Saunders et al., 2023). Survey data was analysed using the Statistical Package 

for Social Sciences (SPSS v.23). Responses gathered through the interviews were 

analysed thematically using NVivo software. Throughout the research process, ethical 

considerations were prioritised, including informed consent, privacy, anonymity, and 

the confidentiality of all participants. 

 

Results 

Exposure to fact-checking training 

The first objective of this study was to examine the students' exposure to fact- 

checking training. Analysis in Figure 1 showed that their overall exposure to fact-

checking training is moderate among the majority (63.5%) of the respondents. Just 

5.5% experienced very high exposure to fact-checking training. Overall, the results 

indicate a clear gap in depth and consistency of training. The limited number with high 

or very high exposure suggests that current efforts may not be sufficient to ensure 

mastery or retention of fact-checking skills. We found that only 19.9% of students said 

fact-checking classes were always included in their coursework. Even though most of 

the students indicated that their lecturers do emphasise the relevance of fact-

checking skills, these results imply that there is a fragmented approach to integrating 

fact-checking into journalism curricula in the universities.   

 
Figure 1: Overall exposure to fact-checking training 
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     Responses from the interviews with journalism instructors from the three 

institutions indicate a significant lack of formal fact-checking training for both 

lecturers and students. Lecturer A mentioned that although they (lecturers) personally 

explored fact-checking and applied it in informal settings, their universities did not 

organise any structured training for them. Similarly, Lecturer B acknowledged the 

absence of any formal training, either nationally or internationally, in their experience. 

The third lecturer also shared the same experience as his school journalism curriculum 

does not specifically have any module on fact-checking. One of the lecturers stated 

thus: 

As of now, we have not been able to have such in our 

curriculum to be able to teach as a course but in some 

courses like news writing and reporting, we tell them 

how to fact-check information. 

 

     In addition to the data collected, we reviewed the available courses in the selected 

departments. We found that there was no course specifically dedicated to fact-

checking. The findings revealed that exposure to fact-checking training among 

journalism students is inconsistent and often relies on external organisations or 

informal inclusion in existing courses rather than structured, comprehensive 

instruction.  

Current level of fact-checking skills 

The second objective of this study was to determine the level of fact-checking 

competence among the students, given their exposure to fact-checking workshops. A 

self-rating of fact-checking skills among the students revealed that they rated 

themselves highest in image verification and the use of Google Maps, but lowest in 

using tools like InVid, Noise Analysis, and Deepfake Detection. The students also rated 

themselves low in making Freedom of Information (FOI) requests, which does not 

require any digital tool but competence in writing.   
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     Given these results, we can infer the development of fact-checking competence of 

the sampled journalism students is largely inhibited by lack of fact-checking skills 

among their lecturers. Lack of integration of fact-checking into journalism curricula, 

insufficient support from the lecturers, low awareness about fact-checking relevance, 

limited training and resources also hamper the development of fact-checking skills 

among the students. 

 

Conclusion 

Our findings have shown that despite being exposed to fact-checking workshops, the 

overall exposure to fact-checking training among the students is moderate. This can 

be attributed to the students only taking fact-checking classes through workshops 

organised by fact-checking organisations. This result supports scholars emphasizing 

the importance of digital literacy and critical thinking in journalism education. Adjin-

Tettey & Amenaghawon (2024) and López-Meri, Doménech-Fabregat, and Marcos-

García (2024) recommended that fact-checking and digital literacy should be 

integrated into the school curriculum, rather than what is taught at workshops. 

Potter's media literacy theory emphasises the need for critical thinking and 

continuous learning for students to distinguish between falsehoods and genuine 

information (Schreurs & Vandenbosch, 2021) but this study has shown insignificant 

preparation of journalism students to combat dis/misinformation, which has become 

a major issue in journalism practice. 
     We found a high competence in using basic information verification tools but a high 

deficiency in using advanced verification technologies, essential in combating 

sophisticated misinformation among the participants. Our finding aligns with the 

results of Wogu et al. (2019), Adjin-Tettey and Amenaghawon (2024) and López-Meri 

et al (2024) that journalism students lack advanced fact-checking skills. The 

consequences of insufficient digital literacy among journalism students are far-

reaching, affecting their participation in digital learning environments, overall 

academic performance, and broader societal engagement. Therefore, improving fact-

checking skills in journalism education is not just a pedagogical necessity but also a 

socio-economic imperative.  

     Lastly, we found that despite being exposed to fact-checking workshops, the 

students did not get the required support from their institutions, especially from their 

tutors. The top three challenges to the development of fact-checking skills among the 

students were a lack of fact-checking skills among their lecturers, a lack of integration 

of fact-checking in the curriculum and a lack of support. This result corroborated the 

finding of Ilesanmi (2021) that journalism lecturers have low fact-checking skills. Lack 

of resources, limited time to practice, insufficient training and unawareness of fact-

checking relevance were identified, supporting why students rely on Google and 

personal contacts to verify information (Donovan & Rapp, 2020). This result also 

corroborated the conclusion of Wogu et al (2019) that a lack of appropriate funding, 
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resources and technology skills among lecturers predicted the deficiency in media 

literacy skills among Nigerian Mass Communication students. The result supports the 

call for structured training integrated into the school curriculum (Wasserman et al., 

2022) 

     Given these findings, we conclude that current journalism education structures in 

Nigeria are inadequate for preparing students to fact-check information effectively. 

Although the workshops organised by independent fact-checking organisations have 

improved the fact-checking skills of the students to a moderate level, there is need to 

have a structured curriculum tailored to address fact-checking skill gaps among 

journalism students.   

     To bridge the fact-checking skill gap among journalism lecturers, we recommend a 

structured train-the-trainer programme. Such a programme will offer regular, 

practical training that helps lecturers improve their own skills and, in turn, pass these 

on to their students. This is not a one-off workshop but a long-term investment in 

teaching and learning. We also strongly advocate partnerships between universities 

and independent fact-checking organisations. These collaborations can lead to co-

developed modules, team-taught courses, and hands-on workshops. The National 

Universities Commission (NUC), fact-checking organisations, and journalism 

departments must come together to build a curriculum that equips students with the 

tools to uphold media credibility and tackle information disorder. Beyond curriculum 

changes, universities must invest in tools and resources for fact-checking. Students 

need to practise with real tools, not just learn theory.  

     We acknowledge that this study has its limitations. It relies on self-reported data 

and was conducted in a specific region. To get a fuller picture, future research should 

involve more institutions across different parts of Nigeria, where access and 

challenges may differ. 
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developed application. The data acquisition phase involves collecting articles from 

the web and extracting entities to be stored in a graph database. Following the 

application of some cleaning steps, the database is accessed by the backend service 

which serves as the core of the web application that the end users interact with. 

Users can select the desired entity type and enter a keyword to retrieve the relevant 

articles. 

 
Figure 1: News Media Pipeline for the Graph creation 

 

 
Figure 2: A sample of the entity relationship diagramme. Articles are in blue, and entities in 

green 

 

     Next, the journalist can search via a dashboard for the entity he is interested in. In 

the next example, the journalist is interested in persons and in Mr. Stournaras 

(governor of the central bank of Greece). The dashboard will return all articles related 

to Mr. Stournaras, as well as the time and data of their publication (see Figure 3). Then 
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Figure 7: Architecture of the question answering system on News Articles 

 

 
Figure 8: Dashboard of question answering system for News 

 

 

 
Figure 9: Top k articles related to the user's question 
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Multimedia Analytics  

The MediaPot platform utilizes state-of-the-art deep learning tools designed for 

processing and analyzing multimedia content (images and videos), specifically tailored 

to the dynamic and evolving needs of news story composition. In this environment, 

the media annotation service is integrated, which is designed to identify, organise, and 

categorize significant information and features within large multimedia collections. 

The system encompasses a variety of methods, including action recognition, object 

detection, face detection and recognition, image captioning and automatic natural 

language text generation for content description, meme detection, and the 

identification of disturbing and inappropriate or violent (Not-Safe-For-Work) content. 

Additionally, a vector-based representation of multimedia content is provided, which 

can be used for retrieving semantically similar content elements. Each method 

employs state-of-the-art deep learning models, such as Faster R-CNN (Ren et al., 

2016), RAM-14M (Zhang et al., 2023), ResNet152 (He et al., 2016), SlowFast R50 

(Feichtenhofer et al., 2019), InceptionResNetV1 (Cao et al., 2018), MemeTector 

(Koutlis et al., 2022), and CM-Refinery (Sarridis et al., 2022). The service is capable of 

recognizing a wide range of entities, including almost 46,000 international celebrities 

(e.g., athletes, artists, politicians), 400 types of activities (e.g., exercise, basketball), 

6,500 objects (e.g., car, table, train), and specialized categories (e.g., professions, 

colours). 

     Additionally, the platform facilitates semantic multimedia retrieval through the use 

of vector-based representations, providing tools for reverse search via visual similarity 

and near-duplicate detection. The visual similarity search leverages cross-modal 

embedding for detecting related images based on their features, while near-duplicate 

detection focuses on identifying near-identical or duplicated multimedia content. 

Technologies such as CLIP (Radford et al., 2021) and DnS (Kordopatis-Zilos et al., 2022) 

are employed for these purposes. 

     The development of video analysis tools is based on the need of reporters to 

process and analyse the excessive number of videos in a fast and efficient way. In this 

context, the MediaPot platform integrates components for video segmentation and 

summarization that rely on the use of trained state-of-the-art AI models. The temporal 

segmentation of the video is made according to two different granularities. 

Segmentation into shots (i.e., sequences of frames captured uninterruptedly by a 

single camera) is performed using a model of TransnetV2 (Soucek & Lokoc, 2024) 

trained using synthetically-created data from the TRECVID IACC.3 dataset (Awad et al., 

2017) and the ground-truth data of the ClipShots dataset (Tang et al. 2028). The 

utilized model exhibits state-of-the-art performance on various benchmarking 

datasets (e.g., ClipShots, BBC Planet Earth documentary series (Baraldi et al., 2015a), 

and RAI (Baraldi et al., 2015b), as shown in Table 1. Segmentation into subshots (parts 

of a shot related to a different activity of the camera during the recording, e.g., camera 

pan/tilt, zoom in/out) is performed based on the motion-driven approach from 
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PGL-SUM SumMe TVSum 

F-Score (%) 57.1 62.7 

Table 2: Performance (F-Score (%)) of PGL-SUM in two benchmark datasets for video 

summarization 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10: The applied processing pipeline for video segmentation and summarization 

 

Model Selection Criteria 

The models integrated in the MediaPot platform were selected after a thorough 

review of the literature, with two main criteria in mind. First, all chosen models have 

been shown in their respective publications to achieve state-of-the-art performance 

on benchmark datasets, as detailed in the cited works (Ren et al., 2016; Zhang et al., 

2023; He et al., 2016; Feichtenhofer et al., 2019; Cao et al., 2018; Koutlis et al., 2022; 

Sarridis et al., 2022; Radford et al., 2021; Kordopatis-Zilos et al., 2022; Soucek & Lokoc 

2024; Apostolidis et al., 2018; Apostolidis et al., 2021a; Szegedy et al., 2015). Second, 

they are efficient, low-cost, and publicly available, making them straightforward to 

integrate without requiring excessive computational resources. This combination of 

strong performance and ease of deployment ensures that the platform provides 

reliable and scalable tools for journalistic use. 

 

Conclusions, Limitations Future Steps 

The MediaPot platform for news, social media, and video analytics enables journalists 

to work more efficiently with vast volumes of data, saving time while detecting and 

investigating significant events. It promotes investigative journalism by providing a 

secure, collaborative environment where reporters handling massive datasets can 





https://link.springer.com/chapter/10.1007/978-3-319-73603-7_18
https://link.springer.com/chapter/10.1007/978-3-319-73603-7_18
https://doi.org/10.1109/ISM52913.2021.00045
https://ieeexplore.ieee.org/document/9527418
https://dl.acm.org/doi/10.1145/3512527.3531355
https://www-nlpir.nist.gov/projects/tvpubs/tv17.papers/tv17overview.pdf
https://www-nlpir.nist.gov/projects/tvpubs/tv17.papers/tv17overview.pdf
https://dl.acm.org/doi/pdf/10.1145/2733373.2806316?utm_source=chatgpt.com
https://dl.acm.org/doi/pdf/10.1145/2733373.2806316?utm_source=chatgpt.com
https://link.springer.com/chapter/10.1007/978-3-319-23192-1_26


https://doi.org/10.1109/ICCV.2019.00686
https://doi.org/10.1111/ijcs.13030
https://files.eric.ed.gov/fulltext/ED519422.pdf
https://link.springer.com/article/10.1007/s11263-022-01566-6
https://doi.org/10.1145/3503161.3547799
https://proceedings.mlr.press/v139/radford21a.html
https://papers.nips.cc/paper/2015/hash/14bfa6bb14875e45bba028a21ed38046-Abstract.html
https://papers.nips.cc/paper/2015/hash/14bfa6bb14875e45bba028a21ed38046-Abstract.html
https://doi.org/10.1007/s11042-022-12035-4
https://doi.org/10.1007/s11042-022-12035-4


https://doi.org/10.1109/CVPR.2015.7298594
https://arxiv.org/abs/1808.04234
https://www.frontiersin.org/journals/signal-processing/articles/10.3389/frsip.2024.1433388/full
https://www.frontiersin.org/journals/signal-processing/articles/10.3389/frsip.2024.1433388/full
https://doi.org/10.1177/19401612211072547
https://doi.org/10.1177/19401612211072547
https://doi.org/10.1177/19401612211072547
https://doi.org/10.1109/CVPR.2015.7299104
https://doi.org/10.1109/CVPR52729.2023.01657


mailto:ieskiadi@jour.auth.gr
mailto:npanagiotou@gapps.auth.gr


















[94] 
 

depends on transparent processes, institutional accountability, and inclusive access. 

Importantly, technology adoption must be accompanied by media literacy efforts, 

policy support, and cross-sector collaboration to prevent new forms of manipulation, 

marginalization, or technocratic gatekeeping. 

     Building on the findings and limitations of this study, several avenues merit further 

exploration. Future research should investigate how different audiences perceive, 

interpret, and emotionally respond to AI-generated, blockchain-authenticated, or 

immersive journalism. Surveys, interviews, and ethnographic studies could uncover 

trust dynamics, engagement patterns, and comprehension levels. Expanding the study 

to include non-English-speaking media organisations, particularly in the Global South, 

could reveal how cultural, economic, and infrastructural variables affect the adoption 

and perception of emerging technologies. There is a need for multi-year investigations 

into how immersive journalism or AI verification tools influence media trust, civic 

participation, or resilience to disinformation over time. Exploring co-design processes 

between journalists, technologists, and communities can illuminate best practices for 

creating inclusive, bias-mitigated, and culturally sensitive technological solutions in 

newsrooms. As disinformation increasingly flows through platforms (e.g., X, YouTube, 

TikTok), future studies should assess how AI and blockchain tools interface with 

platform algorithms and moderation policies, and what regulatory mechanisms could 

harmonize innovation with public interest. Future work should evaluate sustainable 

business models and funding strategies for deploying immersive or blockchain-based 

journalism, especially in underfunded media environments. Research could also focus 

on how journalism education programs incorporate emerging technologies and ethics, 

particularly among Generation Z journalism students, and whether immersive training 

enhances their critical awareness and professional readiness. 

     The convergence of emerging technologies and journalism presents a critical 

opportunity, but also a profound responsibility, to reimagine the values, practices, and 

power structures of news media in the digital era. By embracing innovation within 

ethical, participatory, and inclusive frameworks, journalism can not only survive but 

flourish as a resilient, transparent, and socially responsive institution in the face of 

global disinformation threats. 
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Table 3: Paired Samples Test results 

 

Respondents exhibit greater accuracy in identifying false news compared to true 

news, both in the case of AI-generated content (MdifAI= .123) and human-authored 

content (MdifHuman= .132) (see Table 3). Similarly, with respect to sensitivity, 

participants demonstrate a higher capacity to detect false news items than true ones. 

Notably, participants are better at identifying true news generated by AI than those 

created by human authors. The comparative analysis table shows that, overall, 

respondents exhibit slightly higher sensitivity to AI-generated news compared to 

human-authored news. 

The correlation table (see Table 4) 

reveals a moderate predictive capacity 

regarding how participants may reduce 

errors in identifying false news. For 

example, in approximately 40% of 

cases, the precision in identifying true 

news authored by humans significantly 

predicts a higher precision in identifying 

false news as well (r = .64, p < .05). A 

similar pattern emerges for AI-

generated news: in roughly 36% of the 

population, improved precision in 

identifying true AI-generated news also 

leads to greater precision in identifying 

false news (r = .60, p < .05).  

  

Table 4:  Paired Samples Correlations 
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       These conclusions align with contemporary prebunking (or inoculation) 

techniques for combating misinformation, whereby individuals are repeatedly 

exposed to overtly false (sometimes even exaggerated) examples of fake news in 

order to boost their capacity to detect maliciously crafted disinformation (Oprea, 

2021). However, our findings suggest that prebunking may also be effective through 

repeated exposure to quality media content, without necessarily requiring examples 

of fake news. Clearly, this opens a promising avenue for further research and may yield 

significant practical implications. 

     The procedure described in the present study is innovative and it has the purpose 

of providing a scientific selection of news for social sciences research. By using human 

experts, we tried to ensure a professional assessment of the selected news in order to 

benefit from lifetime expertise and, also, from creativity of human experts. Once the 

procedure is validated, the AI capabilities of present time will offer a fast and reliable 

way of selecting the news for research given the precise and human revised prompts 

and commands. Of course, the development of such AI instruments will have to be 

reviewed in future study.  
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Session 2-3: PROSPECT (source credibility) 

Students used PROSPECT (Protocol for Resource Objectivity, Source, Purpose, 

Evidence, Currency, and Thoroughness) (Samioti, 2024; see Table 1) to evaluate 

authorship, objectivity, evidence quality, currency, and overall completeness. The tool 

builds on the CRAAP test (Blakeslee, 2004) by incorporating criteria such as proximity 

to primary sources. In session 3, students applied PROSPECT to selected digital texts 

using ChatGPT and the Truly Media collaborative verification environment.   

 

 
Table 1: PROSPECT tool 

 

Session 4: APPEAL (rhetorical strategies) 

Students next applied APPEAL (Audience Targeting and Intent, Pressure and 

Popularity, Patriotism/Ideology, Ethos, Appeals to Emotion, and Logic and Language 

Use) (Samioti, 2024; see Table 2) to identify rhetorical strategies and persuasive 

techniques in texts, including emotional appeals, ideological positioning, and 

credibility cues. 

Table 2: APPEAL tool 
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experience (Desimone & Garet, 2015). Further, PD should provide explicit instruction 

on both digital literacy content, such as evaluation criteria for online and AI-generated 

sources and writing practices for reading and writing to be connected. This includes 

demonstrating how to teach rereading techniques and writing strategies as well as 

technology tool integration. Teachers benefit from hands-on experiences using 

relevant technology tools (e.g., fact-checking resources) and from opportunities to 

collaboratively examine (develop and revise and think through) plans tailored to their 

grade levels and subjects. In essence, peer collaboration within PD encourages sharing 

of best practices, problem-solving around challenges, and collective growth.  

 

Supporting Teacher Confidence and Instructional Adaptability 

Professional development that is ongoing, content based, collaborative and reflective 

as well as practical and contextual can supports teacher self-efficacy in their ability to 

implement technology-supported strategy instruction that can potentially support 

student outcomes. When teachers feel capable and prepared, they are more likely to 

experiment with new tools, embed critical evaluation across subjects, and foster 

engagement with texts. Additionally, as digital tools and AI applications evolve rapidly, 

PD must emphasize adaptability. Equipping teachers with foundational pedagogical 

frameworks rather than specific AI or digital tool training, assures that teaches can 

respond flexibly to future innovations. This adaptability supports sustained integration 

of critical literacy skills regardless of technological changes. 

 

Institutional Support and Infrastructure 

For PD efforts to be successful, institutional commitment is essential. Schools and 

districts must allocate time, resources, and technical support for ongoing teacher 

learning (also see Traga Philippakos, 2022). Leadership support can help embed 

technology-supported strategy instruction into curricular priorities, assessment 

systems, and professional learning communities. 

Moreover, addressing equity considerations and making sure that all educators 

have access to necessary devices, internet connectivity, and software are critical to 

prevent gaps in access and in student learning. Teachers equipped through targeted 

PD to integrate technology-enhanced strategy instruction are better positioned to 

guide students in becoming discerning digital citizens (Leu et al., 2017).  

 

Conclusion 

In an era characterized by unprecedented access to information and the growing 

presence of artificial intelligence tools such as ChatGPT, the ability to critically 

evaluate and reread digital and AI-generated content has become an indispensable 

academic and life skill. The challenges posed by the complexity, volume, and variable 

credibility of information sources require learners to move beyond passive 
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Abstract 

Traditional media literacy approaches focusing on analytical skills demonstrate limited 

effectiveness against contemporary disinformation, particularly when information 

contradicts deeply entrenched identity commitments and belief systems. Based on 

research from cognitive science, political psychology, and communication studies, 

complemented by practitioner experience teaching media literacy courses, this article 

develops an integrative theoretical framework explaining why conventional media 

literacy education often fails when confronted with identity-relevant misinformation. 

To be effective, media literacy must address four interconnected dimensions: 

analytical processing, identity-protective cognition, emotional responses, and 

narrative persuasion, all operating within structured belief networks that filter 

information processing. This framework offers theoretically-grounded strategies for 

strengthening resistance against manipulation techniques that exploit psychological 

vulnerabilities, with particular attention to applications within political 

communication scenarios. 

Keywords: media literacy, identity-protective cognition, political polarization, 

disinformation resistance, affective polarization 

 

Introduction 

Digital media proliferation has fundamentally revolutionized the information 

ecosystem, simultaneously democratizing knowledge access while enabling 

unprecedented spread of disinformation (Wardle & Derakhshan, 2017). Media literacy 

education has consequently emerged as a primary intervention strategy, usually 

emphasizing critical thinking, source evaluation, and verification skills (Buckingham, 

2019). However, these traditional approaches have shown inconsistent effectiveness 

when confronted with sophisticated disinformation strategies that exploit 

fundamental psychological processes (Bulger & Davison, 2018; Guess et al., 2020). 

This effectiveness gap becomes most evident when misinformation aligns with 

preexisting beliefs, social identities, or partisan affiliations. Research in political 

psychology demonstrates that people process information in fundamentally different 

ways depending on whether it relates to identity-relevant beliefs compared to neutral 

content (Kunda, 1990; Taber & Lodge, 2006). Even individuals with advanced 

education and critical thinking skills consistently show vulnerability to manipulative 
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narratives that align with their political identities (Kahan et al., 2012; Iyengar et al., 

2019). 

These findings reveal a critical limitation in conventional media literacy 

approaches: the assumption that providing individuals with analytical skills and 

accurate information is sufficient to correct misperceptions and build resistance to 

manipulation. This "information deficit model" overlooks how identity protection, 

emotional processing, and narrative framing fundamentally shape information 

evaluation regardless of analytical capabilities (Lewandowsky & van der Linden, 2021). 

While previous scholars have identified various psychological barriers to effective 

media literacy (Cooke, 2018; Mihailidis, 2018), the field lacks an integrative theoretical 

framework that systematically connects these psychological dimensions to specific 

educational interventions, particularly for addressing politically polarized content. 

This article addresses this gap by developing a comprehensive framework integrating 

four dimensions of information processing relevant to media literacy: analytical 

evaluation, identity-protective cognition, emotional responses, and narrative 

persuasion. 

 

Methodology 

This theoretical paper employs a qualitative synthesis methodology combining 

systematic literature review, critical discourse analysis, and reflective practitioner 

insights. The literature review examined empirical studies from cognitive science, 

political psychology, and communication studies published between 2000-2023, 

focusing on psychological mechanisms influencing information processing beyond 

analytical reasoning. Critical discourse analysis identified points of consensus and 

contention across disciplinary boundaries regarding misinformation susceptibility. 

Practitioner insights from teaching media literacy courses (2021-2023) helped identify 

gaps between theoretical constructs and classroom applications. 

This triangulated methodology emphasizes theoretical integration grounded in 

established research while acknowledging limitations. The framework lacks direct 

experimental validation, practitioner insights were not collected using rigorous 

qualitative research methods, and proposed educational interventions require 

empirical verification in controlled studies. 

 

The Limitations of Traditional Media Literacy Approaches 

Traditional media literacy education emerged from a primarily cognitive tradition, 

focusing on source evaluation, fact verification, and logical analysis (Potter, 2004). 

However, empirical research increasingly demonstrates these limitations, particularly 

in politically charged contexts. Several studies report that conventional media literacy 

interventions show modest or inconsistent impact on misinformation susceptibility 

when addressing politically polarized content (Guess et al., 2020; Vraga & Bode, 2017). 
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These limitations follow a fundamental misconception: the assumption that 

misinformation acceptance primarily results from information deficits or analytical 

failures. However, substantial evidence from political psychology indicates that 

misinformation susceptibility is often caused by motivated reasoning processes that 

serve identity protection and psychological needs (Flynn et al., 2017; Kahan, 2017). 

In politically polarized environments, these limitations become more pronounced. 

Research on affective polarization demonstrates that emotional attitudes toward 

opposing political groups increasingly drive information processing (Iyengar et al., 

2019). Mason (2018) illustrates how political identities have become increasingly 

aligned with other social identities, creating "mega-identities" that make identity-

threatening information psychologically expensive to embrace. 

 

Four-Dimensional Framework for Media Literacy 

Identity-Protective Cognition in Political Information Processing 

When information threatens beliefs connected to valued political identities, 

individuals experience psychological distress that motivates defensive processing 

(Sherman & Cohen, 2006). Kahan et al. (2017) demonstrate that individuals often use 

their cognitive abilities to defend beliefs tied to their political or cultural identities. 

When confronted with identity-threatening information, individuals engage in 

motivated reasoning to preserve group affiliation. 

The political science literature on negative partisanship further illuminates these 

dynamics. Abramowitz and Webster (2016) show how increasing antipathy toward 

opposing political groups drives information processing to the extent that processing 

out-group information becomes psychologically threatening. 

Beyond identity protection, individuals' broader belief systems play a central role 

in shaping information consumption. Drawing on models by Rokeach (1960) and 

Stroud (2011), belief systems function as structured, hierarchical networks that act as 

interpretive filters for political information, prioritizing coherence and emotional 

salience over factual alignment. 

Emotional Dimensions of Political Information 

Traditional media literacy education often assumes a predominantly rational model of 

information processing, emphasizing analytical critical thinking over emotion's role in 

political belief development. Research in affective science demonstrates that 

emotional responses frequently precede and influence cognitive evaluation of 

information, particularly for content designed to provoke fear, outrage, or moral 

indignation (Damasio, 1994; Barrett, 2017). 

Brady et al. (2017) demonstrated that morally and emotionally charged political 

content spreads faster and farther in social networks than messages without 

emotional and moral connotations. This affective spreading helps explain why 

emotionally provocative political misinformation often achieves greater reach and 

impact than neutral, factually accurate content. 
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Narrative Persuasion in Political Communication 

Sophisticated political disinformation strategies often employ narrative structures 

that bypass critical resistance through storytelling. Research on narrative persuasion 

shows that information framed within narrative formats is processed differently than 

information presented as isolated facts or arguments (Green & Brock, 2000; Hamby 

et al., 2018). 

Transportation theory establishes that effective narratives transport audiences into 

story worlds, reducing critical distance and counter-arguing against embedded 

persuasive messages (Green & Brock, 2000). Traditional fact-checking approaches 

typically break narratives into isolated claims, addressing each claim individually while 

missing the holistic power of narrative persuasion. 

 

Educational Applications 

Based on the theoretical perspectives outlined above, specific educational strategies 

should address each dimension of information processing: 

Analytical Dimension 

Building upon traditional analytical literacy requires integrating meta-cognitive 

awareness. Educational interventions should include structured analysis of one's own 

political media diet, cross-cutting content exposure exercises, and decision journaling 

techniques that document reasoning processes when evaluating political claims. 

Identity Dimension 

Addressing identity-protective cognition requires helping individuals recognize when 

political identity protection motivates their information processing. Media literacy 

education should incorporate identity complexity awareness exercises, targeted self-

affirmation interventions before engaging with politically threatening information, 

and structured exposure to politically diverse viewpoints within safe learning 

environments. 

Emotional Dimension 

Since emotional reactions significantly influence susceptibility to political 

misinformation, emotional literacy should enable individuals to recognize and 

regulate emotional responses to political content. This includes emotional awareness 

training, analysis of emotional appeals across ideological perspectives, and emotional 

distancing techniques for cognitive reappraisal. 

Narrative Dimension 

Narrative persuasion requires developing narrative literacy - the ability to analyse 

narrative structures in political communication and construct alternative narrative 

frameworks. Educational approaches should include political narrative structure 

analysis, counter-narrative development, and case study analysis of successful 

political misinformation narratives. 
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Policy Implications 

This framework has significant implications for policymakers seeking to counter 

political disinformation. Educational policy should recognize that media literacy needs 

to move beyond conventional digital literacy frameworks. Public information 

campaigns addressing politically charged topics should incorporate insights from 

identity-protective cognition research. Platform design regulations could incorporate 

insights about identity-protective cognition and emotional dynamics. Civic education 

initiatives should integrate media literacy approaches that specifically address the role 

of identity, emotion, and narrative in political information processing. 

 

Conclusion 

Traditional media literacy approaches focusing primarily on analytical skills have 

shown inconsistent effectiveness against contemporary political disinformation, 

particularly when misleading content aligns with individuals' identity commitments 

and emotional predispositions. The integrative framework presented addresses this 

limitation by conceptualizing media literacy as a multidimensional practice engaging 

four interconnected aspects of information processing: analytical evaluation, identity-

protective cognition, emotional responses, and narrative persuasion. 

This framework makes three contributions to media literacy research and practice. 

First, it synthesizes insights from cognitive science, political psychology, and 

communication studies that have previously remained confined within disciplinary 

boundaries. Second, it explicitly connects psychological mechanisms with specific 

educational interventions, providing a more robust theoretical foundation for media 

literacy pedagogy. Third, it proposes educational approaches that address traditional 

analytical models' limitations while building upon their strengths. 

The primarily theoretical nature represents both the framework's contribution and 

key limitation. Although based on established research across multiple disciplines, the 

integrated approach requires empirical validation. Future research should empirically 

test this framework's effectiveness across different educational settings and politically 

diverse populations through controlled experiments comparing traditional media 

literacy interventions with approaches incorporating identity, emotional, and 

narrative dimensions. 
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Changing point of view -Rewriting the Narrative to Challenge Representations and 

Express Alternative Perspectives of Reality.  

As presented earlier, students can critically engage with advertisements by 

challenging dominant narratives - e.g., representing excluded groups, rewriting 

slogans, changing images or creating parodies. After identifying absent or 

stereotypically portrayed social groups in ads, they creatively redesign ads to include 

their perspectives and voices. For example, the images below (Figures 20 and 21), 

were created by students as part of a teaching activity focused on deconstructing 

gender stereotypes in a Greek toy TV- commercial. After analyzing the commercial, 

students redesigned a key snapshot (Figure 19) to challenge traditional gender roles.  

 

 

 

Figure 19 

A still from the 2024 original Easter 

advertisement of the Greek toy 

company.  

(Lifo Newsroom, 2023) © Lifo 

 

 

 

 

 

 

Figure 20 

AI- recreated version of the original still from 

the 2024 Easter advertisement of the Greek 

toy company 

Figure 21 

AI- recreated version of the original still 

from the 2024 Easter advertisement of the 

Greek toy company 

 

   The image below is taken from a Greek TV commercial by a well-known toy company 

featuring the slogan "Hit, hit like a man" (Figure 22). Though referencing a traditional 

Easter custom, the phrase can be interpreted as reinforcing gender-based violence. 
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Abstract 

Writing serves not only as a vehicle for communication but also as a vital instrument 

for cognitive development and reflective thinking. This work investigates writing and 

revising within Artificial Intelligence practices as a dynamic, recursive activity that 

involves deliberate action, mental processes, and continuous self-assessment. Special 

attention is given to the act of revision, framed here as a key moment for deep 

learning, fostering self-regulation and metacognitive engagement. The evolving role 

of Artificial Intelligence (AI) in writing education introduces both opportunities and 

challenges. AI technologies can offer meaningful support and boost learner 

engagement; however, excessive dependence may inhibit crucial cognitive 

engagement. In response, this work proposes a Human-Centered AI-Assisted Revision 

Model. This approach keeps the writer in command while leveraging AI as an 

adaptable cognitive aid across the various phases of writing such as ideation, co-

development, editing, and finalization. The model underscores the importance of 

maintaining cognitive involvement, aiming to reinforce learner agency, reflective 

habits, and a strong sense of authorship. 

Keywords: writing, revision, integration, cognition 

 

Writing as a Literacy Skill and Learning Tool 

Writing is widely recognized as a foundational literacy skill essential not only for 

communication but also as a powerful cognitive and learning tool. Unlike oral 

communication, writing requires deliberate structuring of ideas, sustained attention, 

and complex reasoning, which collectively contribute to knowledge construction and 

critical thinking (Kellogg & Whiteford, 2009). The act of writing engages multiple 

cognitive processes simultaneously, including memory retrieval, organisation of 

information, and synthesis of concepts (Bereiter & Scardamalia, 1987; MacArthur & 

Traga Philippakos, 2022). This integration promotes deeper learning and 

comprehension across disciplines. Flower and Hayes (1981) in their initial model of 

writing presented writing as a recursive cognitive process involving planning, 

translating ideas into text, and reviewing. This process was overseen by the monitor, 

which referred to self-regulatory functions of the writer during this process (also see 

Limpo & Olive, 2021). The recursive nature of writing entails that writers continually 

revisit earlier stages, enabling refinement and better articulation of their ideas. 

Engagement in recursive writing processes enhances metacognitive skills as writers 
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